Today

1. Sign in to your cloud account.
2. Start Assignment 1. Due 13.09.2026 23:59, submitted on Moodle.

Stuck at any step — that's what we're here for.



Sign-up: Azure for Students — no credit card

https:/[/azure.microsoft.com/free/students = Start free with your @taltech.ee account

=— Microsoft | Azure Explore Products v  Solutions v More v L Learn  Support  ContactSales |[elSESEEERTia W10

;
’

Build in the cloud with Azure
for Students for free

Use your school email to sign up and renew yearly while you're a student.

Start free [ Not a student? Get started with Azure ]



https://azure.microsoft.com/free/students

Sign-up: AWS Free Tier

https://aws.amazon.com/free/ — card needed for validation; not billed unless you upgrade

adws : - .
> re:Invent Discover AWS Products Maore v Q Search Sign in to console Create account

AWS Free Tier Overview Free Tier Categories v Featured Offers for Business + Terms and Conditions More v

AWS > AWS Free Tier

AWS Free Tier

Get started for free with up to $200 in credits

( Start building in console )

Get up to $200 in credits for
new customers

When you create a new AWS Free Tier account, you get

$100 in credits immediately. As you explore key services,

—=_ $200 IN FREE AWS CREDITS

vall can oarn 1 +a €100 mare That'e 1in +4a €200 aver 6


https://aws.amazon.com/free/

Assignment 1 - Hello, cloud — 2 pts

https://<your-domain>/hello = {"student":"<your student code>"}

One VM, set up by hand: nginx serving the JSON - a DNS A record you created - a valid HTTPS
certificate. The next slides walk through every step.

Submit on Moodle: the URL + a screenshot of your cloud portal showing the VM.
| request the URL directly — keep the VM running until you see your points (the free tier covers it).

Due 13.09.2026 23:59.



A resource group is a folder for your resources

Everything you create (VM, disk, IP address...) lives in a resource group. Delete the group = everything
in it is gone. One group per course keeps cleanup one click.

Portal - search Resource groups - Create

= Microsoft Azure Q. Search resources, services, and docs (G+/) n Q 33 @ & AN N e

TALLINNA TEHNIKAULIKOOL (TA.

Home > Resource Manager

l <| Resource Manager | Resource groups - My | How to manage changes with deployment tools? || +2

Tallinna Tehnikaiilikool

|/0Eearch |O «

-+ Create €32 Manageview ~ () Refresh | ExporttoCSV £° Open query {= Group by nc
@b Resource Manager

I Y Filter for any field... I Subscription equals all Location equals all X< -+ Add filter
i All resources

Yt Favorite resources
(¥ Recent resources
|'«] Resource groups
€ Tags

> Organization

> Tools

> Deployments
>

Help No resource groups to display

Resource groups provide a logical container to manage and organize Azure resources, simplifying administration and

enabling efficient resource management.



Create the resource group

Subscription Azure for Students - name ITI8801 - region: one from the list your subscription offers.
The list differs from student to student; pick one and keep it all semester > Review + create - Create

Microsoft Azure (Q Search resources, services, and docs (G+/) E

Home > Resource Manager | Resource groups

Create aresource group

Basics Tags Review + create

Resource group - A container that holds related resources for an Azure solution. The resource group can include all the
resources for the solution, or only those resources that you want to manage as a group. You decide how you want to
allocate resources to resource groups based on what makes the most sense for your organization. Learn more

Subscription * () Azure for Students N

Resource group name * () ITI8801

Region * (O (Europe) Sweden Central v




Choose the operating system: Ubuntu

Marketplace = the newest Ubuntu LTS by Canonical = Create.

Linux images cost nothing; the free hours apply to the VM size (B2ats_v2). Windows and SQL Server
images carry licence fees — avoid.

‘ £ Search the Marketplace Pricing : All X Operating System : All X

Publisher Type : All X Product Type : All X

D Azure benefit eligible only D Azure services only D Free trial
Publisher name : All X

Popular Marketplace products in your organization

9
B8 Windows ®
Windows Server Windows 11 Ubuntu 24.04 LTS - all plans SQL Server 2022 on Windows
including Ubuntu Pro Server 2022
Microsoft Microsoft Canonical Microsoft

Virtual Machine

Virtual Machine

Virtual Machine

Virtual Machine

Windows Server Virtual Machine Windows 11 The world's favorite enterprise-grade SQL Server 2022 images on Windows
Images Linux. User-friendly, secure and Server 2022
regularly updated. Your trusted...
Create % Create & Create & Create v &



Plan: plain Ubuntu Server — no need for Pro

Plan = Ubuntu Server ... LTS (the plain one). Ubuntu Pro adds a paid subscription for 10-year
enterprise patching — your VM lives for hours, no need for Pro.

Watch out: on the VM form the Image field can still default to Ubuntu Pro. Check it says plain Ubuntu
Server — no "Pro".

-0 Ubuntu 26.04 LTS ¢ Add to Favorites

)
i Canonical | Virtual Machine
% 5.0 (2 ratings)
Subscription Plan
I Azure for Students N ‘ | Ubuntu Server 26.04 LTS % | [ Start with a pre-set configuration
Overview  Plans Usage Information + Support Ratings + Reviews

Ubuntu, the leading Linux distribution extensively used across cloud platforms, is endorsed by Microsoft for Azure. These images are fine-tuned to enhance compatibility and
performance on Azure, ensuring support for the latest cloud features as they are released. Known for its robust security and stability, Ubuntu powers more mission-critical
workloads than any other operating system.

Key Features:

* Trusted source for open source: Official Images created by Canonical, the company behind Ubuntu, in a trusted build pipeline.

* Optimized for Azure: Ubuntu images are fine-tuned in collaboration with Microsoft to enhance performance on Azure, supporting the latest cloud features.

¢ Integration with Azure Tools: Integrates with tools like Azure Guest Patching and the Update Management Center, streamlining updates and management to ensure
security while adhering to Safe Deployment Practices for improved stability.



Size: don't take the default

The form defaults to D2s_v3 — US$74/month — and on the student subscription it's blocked anyway:

Size * (O ® v

See all sizes | Customize cores

e This size is currently unavailable in SwedenCentral for this subscription:
NotAvailableForSubscription.

Click See all sizes.



Size: the free B-series one

B-Series v2 = B2ats_v2 (2 vCPU, 1 GiB, ~US$7/month list price — and free-tier on Azure for
Students). Regions without v2 sizes offer B1s instead, under B-Series, on the same free-tier terms.

Vv B-Series v2 Ideal for workloads that do not need continuous full CPU performance
B2ats_v2 @ General purpose 2 1 4 3750 - Supported Us$7.10
B2ts v2 @ General purpose 2 1 4 3750 - Supported US$7.88
B2als.v2 @ General purpose 2 4 4 3750 - Supported US$28.40
B2ls.v2 @ General purpose 2 4 4 3750 - Supported US$31.54
B2as.v2 @ General purpose 2 8 4 3750 - Supported US$56.79
B2sv2 @ General purpose 2 8 4 3750 - Supported US$63.07
Bdals v2 © General purpose 4 8 8 6400 - Supported UsS$100.74
Bdls v2 © General purpose A 8 8 6400 - Supported Us$111.69

Bdasv2 @ General purpose 4 16 8 6400 - Supported US$113.88



Why the B-series size is free

Your subscription's free services include 750 hours/month — enough to run one VM around the clock:

Virtual Machines, Bpsv2 Series, B2pts v2 0% 0/ 750 (1 Hour) Not in use

Virtual Machines, Basv2 Series Windows, B2ats v2 0% 0/ 750 (1 Hour) Not in use

Virtual Machines, Bpsv2 Series Windows, B2pts v2 0% 0/ 750 (1 Hour) Not in use

Virtual Machines, Basv2 Series, B2ats v2 0% 0/ 750 (1 Hour) Not in use

Virtual Machines, BS Series, B1s 0% 0/ 750 (1 Hour) Not in use
0% 0 /750 (1 Hour) Not in use

Virtual Machines, BS Series Windows, B1s

Which of the two your region has depends on the region; both are 750 free hours. B2pts v2 is Arm — software built for x86 won't

run there; take B2ats_v2, not B2pts.



Inbound ports — and read the warning

Select HTTP (80), HTTPS (443) and SSH (22). 80 serves the assignment, 443 is for the certificate
step, 22 is how you get in.

The warning is real: this opens the ports to every IP address on the internet. Good practice: after
creation, edit the SSH rule in the network settings to allow only your own IP.

Inbound port rules

Select which virtual machine network ports are accessible from the public internet. You can specify more limited or
granular network access on the Networking tab.

Public inbound ports * © (O None

@ Allow selected ports

Select inbound ports * HTTP (80), HTTPS (443), SSH (22) v

@ This will allow all IP addresses to access your virtual machine.This is
only recommended for testing. Use the Advanced controls in the
Networking tab to create rules to limit inbound traffic to known IP
addresses.



One click, many resources

You asked for one VM. Azure creates a virtual network, a network security group, a public IP, a
network card, a disk — and the VM. Each is a separate object with its own lifecycle.

That's why cleanup means deleting the resource group — not just the VM.

» CreateVirtualMachine-lecture | Overview

Deployment

|/O Search | X« ]E Delete ® Cancel “t" Redeploy i Download O Refresh

~» Overview L.
== Deployment is in progress
! Inputs

) Deployment name : CreateVirtualMachine-lect... Start time : 31/08/2026, 09:52:29
= Outputs = Subscription : Azure for Students Correlation ID : 38ce3a07-5a18-4fd4-94a...
B Template Resource group  : ITI8801

" Deployment details

Resource Type Status
® vnetswedencentral |i| Deployment Created
(5] lecture-nsg ;’ Network security group Created
® lecture-ip 55 Public IP address Created

> Next steps



The VM's addresses — and logging in

VM = Properties: a public IP (the internet reaches this) and a private IP ( 172.16.x.x — one of the
reserved local ranges). The public IP is what your A record will point at.

Log in with the username from the form — Azure's default is azureuser:

ssh azureuser@<public-ip>

( ubuntu@ is AWS's convention, not Azure's.)

Add 1ags

Properties = Monitoring Capabilities (7) Recommendations Tutorials

n Virtual machine ‘;:P Networking
Computer name lecture Public IP address ()  20.240.161.9 ( Network lecture765 )
. . interface
Operating system Linux (ubuntu 26.04)
_ 1 associated public IPs
VM generation V2
. Public IP address (IPv6) -
VM architecture x64
Private IP address 172.16.04
Agent status Ready
. Private IP address (IPv6)-
Agent version 2.16.0.2

Virtual network/subnet vnet-swedencentral-1/snet-swedencentral-
4

Hibernation Disabled



First login

ssh azureuser@<public-ip>

The fingerprint question appears once per new machine — answer yes . Then you're on your VM; the
message of the day even shows your private IP.

Last login: Mon Aug 31 09:46:39 on ttyseel
/dev/fd/12:18: command not found: compdef
sshh 2

¢ siimrebane@MacBookPro iti8801 % ssh azureuser@20.240.161.9
The authenticity of host '20.240.161.9 (20.240.161.9)' can't be established.
ED25519 key fingerprint is SHA256:3t9F4al4W67BKEMMIZZ1@NhtcWGgNiXY3quDI/IRrbe.
This key is not known by any other names.
Are you sure you want to continue connecting (yes/no/[fingerprintl)? yes
Warning: Permanently added '20.240.161.9' (ED25519) to the list of known hosts.
Welcome to Ubuntu 26.04.1 LTS (GNU/Linux 7.0.0-1012-azure x86_64)

* Documentation: https://docs.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/pro

System information as of Mon Aug 31 06:55:25 UTC 2026

System load: 0.47 Processes: 130

Usage of /: 7.2% of 27.956GB Users logged in: (2]

Memory usage: 36% IPv4 address for ethe: 172.16.0.4
Swap usage: 0%

Expanded Security Maintenance for Applications is enabled.

@ updates can be applied immediately.

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.




Install nginx and answer [hello

sudo apt update && sudo apt install -y nginx
sudo nano /etc/nginx/sites—enabled/hello.conf

Put this in the file (use nano — pasting multi-line commands into the shell breaks):

server {
listen 80 default_server;
location /hello {
default_type application/json;
return 200 '{"student":"<your student code>"}';

sudo rm /etc/nginx/sites—enabled/default
sudo nginx -t && sudo systemctl reload nginx

curl localhost/hello # on the VM
curl http://<public-ip>/hello # from your laptop — if this hangs, check the port-80 rule



Getting a name — you create the A record yourself

The point of this step is that you create a DNS A record pointing at your VM's public IP. A provider-

generated name (Azure's DNS label, nip.io ) doesn't count — no record of yours involved.

Where

GitHub Student Developer Pack —
education.github.com/pack

Free subdomain services —
freedns.afraid.org, DuckDNS

Your own domain

What you get

a real domain for a year (Namecheap .me ,
Name.com) with a DNS console

a subdomain under a shared domain, you
manage the record

have one or buy one ( .ee registrar,
Cloudflare Registrar) — full control

Cost

free with
student status

free

~€10-20/year



A domain of your own is one record

An A record: name - IPv4 address. This is my domain, in AWS (Route 53) — your screen depends
on where your domain lives, but the record is the same everywhere: name, type A, the VM's public
|P. Here it points at an Azure VM — DNS does not care where the machine is.

TTL 300 = resolvers cache the answer for 5 minutes; short TTL means changes take effect fast.

Quick create record Switch to wizard
¥ Record 1 Delete
Record name | Info Record type Info

‘. iti8801 ' .digivader.com | A-Routes traffic to an IPv4 address and some AWS resources v

\ J A

Keep blank to create a record for the root domain.

D Alias

Value  Info

~
20.240.161.9

\
Enter multiple values on separate lines.

TTL (seconds) | Info Routing policy | Info

‘/300 \‘ C Tm )( 1h )( 1d ) \/ Simple routing v |
p / h vy

Recommended values: 60 to 172800 (two days)




HTTPS: a certificate is bound to a name

That's why HTTPS had to wait for DNS. With the domain in place it's three commands:

sudo apt install -y certbot python3-certbot-nginx
sudo certbot --nginx -d <your-domain>
curl https://<your-domain>/hello

Port 443 must be open in the network rules, and the nginx block needs server_name <your-

domain>; .



What certbot just did

Proved to Let's Encrypt over port 80 that this machine answers for the name - got a certificate -
rewrote the nginx config itself - scheduled automatic renewal. Certificates live 90 days; the renewal
timer means nobody has to remember.

:~$ sudo certbot --nginx —d iti88@1.digivader.com
Saving debug log to /var/log/letsencrypt/letsencrypt.log
Enter email address or hit Enter to skip.
(Enter 'c' to cancel): siim@rebane.org

Please read the Terms of Service at:
https://letsencrypt.org/documents/LE-SA-v1.8-July—06—2026.pdf
You must agree in order to register with the ACME server. Do you agree?

Would you be willing, once your first certificate is successfully issued, to
share your email address with the Electronic Frontier Foundation, a founding
partner of the Let's Encrypt project and the non-profit organization that
develops Certbot? We'd like to send you email about our work encrypting the web,
EFF news, campaigns, and ways to support digital freedom.

(Y)es/(N)o: y

Account registered.
Requesting a certificate for iti88@1.digivader.com

Successfully received certificate.

Certificate is saved at: /etc/letsencrypt/live/iti8801.digivader.com/fullchain.pem

Key is saved at: /etc/letsencrypt/live/iti8801.digivader.com/privkey.pem

This certificate expires on 2026-11-29.

These files will be updated when the certificate renews.

Certbot has set up a scheduled task to automatically renew this certificate in the background.

Deploying certificate
Successfully deployed certificate for iti88@1.digivader.com to /etc/nginx/sites—enabled/hello.conf
Congratulations! You have successfully enabled HTTPS on https://iti8801.digivader.com

If you like Certbot, please consider supporting our work by:
* Donating to ISRG / Let's Encrypt: https://letsencrypt.org/donate
* Donating to EFF: https://eff.org/donate-le




Problems, questions — ask. That's what this session is for.

The problems that blocked people in week 1, with their fixes, are a deck of their own on the course site:
Practice 1- Known problems and fixes. Start there if the VM form shows no usable size.



